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Perp Poetry



Today…..

� Latest trends in fraud

� Examples of fraud schemes

� Fraud detection

� Tips to reduce fraud risk



What’s the Cost of Fraud in 2012?

• 5% of revenues lost to fraud/abuse*

• $3.5 trillion global losses*

• 20% of frauds are > $1.0 million*

• Reputational black eye 

• Managers/officers may be held responsible 

4* Source:  2012 Report to the Nations - Association of Certified Fraud Examiners, Inc.



Type of Fraud and Frequency

Source:  2012 Report to the Nations - Association of Certified Fraud Examiners, Inc. 5



Frauds – by Median Loss

Source:  2012 Report to the Nations - Association of Certified Fraud Examiners, Inc. 6



Top 5 Industries Victimized By Fraud –
By Frequency

Ranking Industry Median Loss

#1 Banking $232,000

#2 Government $100,000

Source:  2012 Report to the Nations - Association of Certified Fraud Examiners, Inc.

#3 Manufacturing $200,000

#4 Healthcare $200,000

#5 Education $  36,000



How Occupational Fraud is Committed

©2012 Association of Certified Fraud Examiners, Inc. 8



Victim Organizations

©©2012 Association of Certified Fraud Examiners, Inc.



Victim Organizations

©2012 Association of Certified Fraud Examiners, Inc. 10



How Frauds Are Detected

Source:  2012 Report to the Nations - Association of Certified Fraud Examiners, Inc. 11



Recovery of Losses after Fraud

Source:  2012 Report to the Nations - Association of Certified Fraud Examiners, Inc. 12



Does this look like a 
“Financial Assassin”?
Not this guy!



Fraud Triangle
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Profile of an Embezzler

� Nicest people in the office 

� Long-term employees (trust factor)

� Age:  40 years & over

� Men more likely to be involved� Men more likely to be involved

� College-educated

� Could be any departmental employee 

� Grandparents, ministers & otherwise “good” citizens



Fraud Perpetrators – They’re More 
Like You and Me

Law abiding citizen Fraudsters Bank robber, murderer

No significant differences
Major Differences



Common Fraud Schemes



Accounts Payable & Purchasing 
Frauds

� Organizational credit cards

� Watch for:  Electronic debits 
used to pay personal bills

� Fictitious services

� Personal bills paid by 
company 



Credit Cards



Cash Schemes
� Stealing payments – how 

is it covered up?

� Accounts written off

� Accounts are lapped

� “Special” receipts –� “Special” receipts –
rebates, refunds, etc. 

� Special bank accounts

� Offsite locations

� Altering bank deposits



Cash Checks Total Recorded

$1,000 $1,000 $2,000
+500 $2,500

$1,500$1,000



Early Warning Signs of Fraud

� Someone protective over their work 

� Takes very few vacations 

� Might work strange hours

Personal financial problems� Personal financial problems

� Lifestyle out of line with compensation 

� Account reconciliations are always off

� Don’t miss these warning signs!!



Ticket Scandal



Ticket Scandal

Summary of Case:

� $1.0 million+ (face value) in tickets sold to brokers 

� Multiple employees involved

� Lasted for at least 5 years� Lasted for at least 5 years

� Disguised as complimentary tickets/other

� Ticket broker split profits with employee(s)

� Complete breakdown/lack of controls



Ticket Scandal
How Did It Start?

� Starts with a “jailhouse” snitch 

� Getting ready to be sentenced in another case

� Knows about the ticket selling ring

� Tries to use as a last minute bargaining chip 

� This starts the ball rolling – December 2009

� IRS and FBI start criminal investigation



Ticket Scandal

� Ticket office had the climate of “an ice 
cream store where the employees feel free 
to sample the wares…..”

� Tickets sold for cash and favors � Tickets sold for cash and favors 

� One guy – quick $25,000 for Final 4 tickets 

� Favors – e.g. reduced apartment rent

� Landlord calls wanting “points” 



Ticket Scandal

� Work performed

� Analysis of email traffic

� Analysis of files on 17 computers

� Data analysis of ticket sales

� Gold mine of information

� Text messages on laptop

� The employee had no idea his IPhone 
dumped all this onto his laptop 



Ticket Scandal Conclusion

� Still some fallout

� Early 2012 - two police officers suspended 
for dismissing speeding tickets in 
exchange for basketball tickets exchange for basketball tickets 

� Multiple guilty pleas

� Black eye on athletic program



Corruption and Kickbacks



Kickback Investigation

� Large international company

� Several emails from whistleblower

� Whistleblower claims a long-time � Whistleblower claims a long-time 
executive is getting kickbacks from a 
vendor

� Company unsure what to believe 



Obstacles and Allegations 

� Vendor in the middle east

� Language barriers

� Disgruntled ex-wife 

� Special backdoor email account 

� Money laundered through brother or ex

� Communications are in “code”

� His “cut” = 20%



Our Tasks

� Attempt to verify authenticity of emails

� Computer forensics

� Talk to the executive� Talk to the executive

� Talk to others who may have knowledge



Flow of Funds

Wires funds 
to an account 

Vendor (or ex-wife 
of Vendor)

to an account 
in Dubai -
Brother of 
Employee Executive  

Receives 
Funds in 
his  Bank 

Account in 
U.S. 



Other Evidence

� Ex-wife provided wire confirmations

� Vendor in IPhone messages, contacts

� Executive internet history found:

� Regularly logged onto the vendor portal

� Logged on and changed password 
immediately after being asked about it

� Screen shots matching emails forwarded by 
whistleblower



Thoughts on Kickback 
Schemes
� Approach is different than usual scheme

� Can be very difficult to uncover

� Computer forensics essential� Computer forensics essential

� Cooperation of whistleblower & others

� Understanding close relationships is key

� Knowing work history, connections, etc.



Other Creative Schemes



Sick & Vacation Leave Fraud –
Actual Case

September, 1997

� Top government official convinces City 
Council to allow him to sell (cash out) Council to allow him to sell (cash out) 
unused leave time

� Added amendment to his existing 
employment contract

� City Council approves



Sick & Vacation Leave Fraud

Sample Leave Fraud Activity

Leave time: June 11, 2002 contract 442 days  

Leave sold back in next 8 weeks 107 days

335 days335 days

So the pattern was to…

� Get City Council to approve new contract

� Pass it off as “minor” change

� After approval: Sell batches of leave time

� A few months (or weeks) later – another contract



Leave Buyback Scheme –
End Result

� 7 year period: over 2,000 days of leave sold

� Equivalent to 60 years worth of leave 

� Final tally: $675,000 in leave time cashed out� Final tally: $675,000 in leave time cashed out

� He became bolder:  other benefits added

� Convicted

� Sentenced to 51 months in federal prison



Detection and Monitoring: 
Harnessing the Power of Data



Finding the Smoking Guns

Data Mining:  Search for certain patterns & 
transactions in large data sets using 
electronic methods – e.g., transactions electronic methods – e.g., transactions 
indicative of fraud or errors



Why Data Mining?

� Need to find specific or certain types of transactions

� Boil down millions of lines of data

� Massive amounts of electronic data waiting for you

� Better software tools for examining complex data sets� Better software tools for examining complex data sets

� Traditional sampling is generally ineffective

� Faster than manually searching documents



Check Sequence Analysis



Source:  Report of Investigation - Office of Tax and Revenue Investigation 

Special Committee – District of Columbia

Acronyms in 
payee name

Hold for Pick 
Up

No address-
“c/o”

Even dollar 
amount



Vendor Trending Analysis
Time Series Analysis:  Acceleration

Vendor:  JLM Plumbing     Authorized:  Janice L. McPhearson

Getting 
Greedy

Test phase

Acceleration 
as confidence 

builds

Greedy



Applying Benford’s Law



Benford’s Law – A/P

Normal Pattern



Benford’s Law – A/P

Abnormal



Name and Address Mining

� Name and ID analysis

� Direct matching

� Phonetic matching (Double Metaphone Hybrid)

� Compare to known name dictionaries

� Anagram search

� Duplicate Employee ID / SSN, Invalid SSNs

� Address analysis

� Direct matching

� No address, invalid address, PO/RR address

� Proximity by latitude/longitude lookup

� Address is a known mailbox service (FedEx Kinkos, UPS Store, etc.)

� Visual Map Analysis



Accounts Payable Mining

AP:  Fictitious vendors, duplicate payments, etc.

� Benford’s analysis

� Acronym search on employee name

� Acceleration (systematic spending increases)   via time series analysis

� Duplicate invoices

Duplicate payments� Duplicate payments

� Identify invoices in excess of n% of vendor average

� Compare PO/invoice amount to check amount

� Identify transactions ending in 5 or 0

� Baseline vendor activity against overall activity

� Classify transactions by clerk/approver

� Compare multiple vendor master files over 3 years

� Identify statistical outliers (Z-score method)



Payroll Mining

� Payroll Detail

� Employees with no deductions

� PR activity subsequent to termination

� Employee vs department baselines ($ and hrs)

� Department vs company baselines ($ and hrs)

� Benford's analysis of gross / net payroll

� Time series analysis

� Employee with no sick/vacation/time off

� Computed pay rate vs. Employee master rate

� Compare actual pay rates to rate schedule

� Other analysis

� Duplicate phone number(s)

� Duplicate direct deposit accounts

� Short duration of hire/termination



Five Factors Allowing Fraud to 
Occur Today

#1 – Blind trust

�Trust naturally builds

Eventually little/no oversight�Eventually little/no oversight

�Good people can be tempted when given too 
much control

Tip: Don’t make it so tempting for someone 
who may be going through a difficult time



Five Factors Allowing Fraud to 
Occur Today

#2 – I know my employees, i.e. “We  
don’t have fraud here”

Fact:

Large frauds will often be committed by those 
close to you, not new employees



Five Factors Allowing Fraud to 
Occur Today

#3 – Not questioning or following up 
on unusual items

Small pieces of frauds are often seen before � Small pieces of frauds are often seen before 
full blown discovery 

Tip: Research recurring discrepancies



Five Factors Allowing Fraud to 
Occur Today 

#4 – Not establishing basic controls to 
stop or detect fraud

� “We don’t have enough people to 

segregate duties”

Tip: At a minimum, put a second set of eyes on 
contracts, reports, reconciliations, etc.

Tip: Smaller organizations - have someone else 
review bank statements



Five Factors Allowing Fraud to 
Occur Today

#5 – Employees suspect fraud, but are 
afraid to notify someone

What employees sayWhat employees say

�“I didn’t want to cause trouble”

�“We just wanted to keep our jobs & not make 
waves”

Tip:  Set up avenues for confidential reporting &    
encourage employees to come forward



Even Enron had a 60 page “Code of Ethics” !!



Summary Anti-Fraud Checklist

� Prepare policies to address common problems

� Review fidelity bond/crime insurance coverage

� Establish a hotline or other method of reporting tips

� Verify bank transactions 

� Educate employees to identify signs of fraud

� Never allow one person to have too much control

� Take time to carefully review data and reports



Resources

� Managing the Business Risk of Fraud: A 
Practical Guide (AICPA & IIA)

� ACFE Fraud Prevention Checklist 
(www.acfe.com)

� BKDForensics.com � New Blog!  BKDForensics.com 

� @BKDForensics



Questions?

Jeffrey Roberts
BKD, LLP
910 E St. Louis Street, Suite 200
Springfield, MO  65806
417-865-8701
jroberts@bkd.com


